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A. REASON FOR POLICY
This policy provides procedures and guidelines for facilities access that supports the mission and life of

the University while maintaining a high level of personal safety, building security and energy

conservation. This is accomplished by implementing a combination of open building times coupled with

key/card access for those who need access during times when buildings are not open.

B. POLICY
The policy covers the following:

• Procedures for gaining access to University owned and leased facilities by key and/or ALL Card

• The process of requesting, returning and reporting lost or stolen keys and/or ALL Cards

• The framework for granting access to authorized individuals

• Accountability for tracking key and ALL Card requests for access

C. GENERAL PROVISIONS

• It is the joint responsibility of Auxiliary Services and Physical Plant, working under the direction of

the Vice President, Financial Administration and Chief Business Officer (VPFA/CBO) to implement

this policy.

• Key or ALL Card access should only be granted to individuals who have a legitimate and official need

for the access, and have acquired the appropriate approvals for such access.

• Key and/or ALL Card access will be granted at the appropriate level in system hierarchy

commensurate with providing the access required by the individual’s position and responsibilities.

• Key and/or ALL Card access shall only be granted when no other reasonable means of access is

available.

• All keys and ALL Cards issued shall remain the property of the University, not the individual.

• All requests for installation and expansion of electronic access control will be vetted to and, if deemed

appropriate, approved by both the Office of Physical Plant and the Office of Auxiliary Services.  This

approval does not include funding of projects, funding must be secured by the requesting department.



• Any requests for special access privileges, which are based on physical handicap or other issues 

covered under the Americans with Disabilities Act (ADA), must be approved by the Office of Human 

Resources. 

D. DEPARTMENTAL RESPONSIBILITES 

• Physical Plant - The issuance of keys, as well as the installation and maintenance of manual and 

electronic lock and door hardware will reside with Physical Plant.  This department will be the first 

point of contact to troubleshoot electro-mechanical issues with secured doors. They may engage 

outside technical support with local service integrators when necessary. Physical Plant is responsible 

for maintaining records of all key holders and key requests. 

• Auxiliary Services - The issuance of ALL Cards and assigned access as well as the day-to-day 

management of the PERSONA access control application, including coordination of open support 

tickets, will reside with the Office of Auxiliary Services.  Auxiliary Services is responsible for 

maintaining records of all cardholders and card access requests.  Responsible for conducting bi-annual 

audits of manually assigned access levels  (with exception of those related to Residential facilities)  

• Xavier Police - Security of campus buildings, including alarm monitoring and response as well as 

processing electronic or manual lockdowns in the event of an emergency,  also handling special 

requests occurring outside of normal operating hours, and investigating the unauthorized use of lost 

and/or stolen ALL Cards or keys will reside with Xavier Police. 

• Residence Life – Issuance and management of key and ALL Card access to students and staff for on-

campus housing facilities will reside with the Office of Residence Life. Residence Life is responsible 

for maintaining records of all key holders and key requests. 

• More details can be found in Section 11, Definitions of Responsibility for Residential Facilities Access. 

• Information Technologies – Maintenance of PERSONA server and application software, including 

interfaces to Banner and Housing software systems.    Will work with software provider directly when 

necessary to troubleshoot any issues with system performance. 

 

E. KEY AND ALL CARD HOLDER RESPONSIBILITIES 

• Take appropriate measures to safeguard any University keys or access cards issued to you.  

• Never loan your keys or access cards to anyone. 

• Never use your keys or access cards to grant access to secured areas to non-authorized individuals. 

• Never prop open or otherwise disable any normally secured doors. 

• Never store keys or access cards in any unsecure fashion. 

• Keys and/or access cards should be kept in a locked drawer or cabinet when not carried or in use. 

 

F. ACCESS REQUESTOR RESPONSIBILITIES 

• The access requestor of key or card access is the individual requiring the access privilege. 

• The access requestor must obtain the appropriate level of approval for the request using the 

Authorization Matrix (Section 13) as a guide. 

• The access requestor must submit a signed Request for Key form to Physical Plant and/or submit a 

Request for Access form to Auxiliary Services or Residence Life for processing. 

• The access requestor shall work with authorized approvers on the semi-annual access control audit 

report, to verify the ongoing need for access privileges previously granted to them.  

• The access requestor shall immediately report lost or stolen keys and/or ALL Cards to Physical Plant 

and Auxiliary Services, respectively, as well as to Xavier Police. Xavier Police must be notified and 

may investigate lost and/or stolen ALL Cards or keys. 

https://www.xavier.edu/plant/key-requests
https://www.xavier.edu/auxiliary-services/all-card-center/request-for-access


G. GUIDELINES FOR REQUESTING ACCESS 

• Requests for key or card access to the exterior of a building for after-hours should be limited to those 

with an office in the respective building or having an otherwise demonstrated academic or 

administrative need that cannot be satisfied during normal building hours of operation. 

• Section 13, Authorization Matrix, should be used as the guide for acquiring appropriate signature 

approval for your request. 

• Request for Keys Request  is found online at:    https://www.xavier.edu/plant/key-requests 

• ALL Card request for Access Form is found online at: 

https://www.xavier.edu/auxiliary-services/all-card-center/request-for-access 

• MyXU / Business Tab / Xavier Forms / Request for Building Access, OR  

• Special Access Requests – Requests for ongoing access outside of the normal building hours for 

specific groups must be submitted in writing to the Provost and Chief Academic Officer and the Vice 

President, Risk Management for consideration. 

H. BUILDING HOURS 

• Administrative, classroom, residential and special purpose buildings will be unlocked, locked or have 

restricted access as indicated in Attachment A.  Building Coordinators who feel that these hours are 

not sufficient to serve their building’s needs, can submit a written request and rationale to change 

hours to the Provost and Chief Academic Officer and Vice President, Risk Management for 

consideration. 

• Public use buildings including Bellarmine Chapel, Cintas Center, Conaton Learning Commons, 

Gallagher Student Center, McDonald Library, McGrath Health Center, and O’Connor Sports Center 

will have their operating hours provided by the respective Building Coordinators. 

• University Holidays – Academic and Administrative buildings will be locked on days that the 

University is officially CLOSED for Holiday or weather related reasons.  Pre-authorized card access 

for employees will remain unchanged on these days. 

• Departmental requests for unlocking a building for a special event must be submitted in writing by the 

requesting department head to the respective Building Coordinator.  The Building Coordinator will 

then work with Xavier Police and Auxiliary Services to schedule the required action.  Building 

Coordinator will be responsible for communicating this additional access to other building constituents 

for the purpose of raising awareness of the event. 

 

I. KEY ACCESS POLICY 

• Issuance, Control and Responsibility for Keys 

Door keys shall be issued and controlled by the Physical Plant Shop. Persons to whom keys are issued 

shall use the keys only in accordance with this policy. Duplication of keys, other than by the Xavier, 

is prohibited.  Physical Plant is responsible for managing the records of all key holders and key 

requests. 

• Responsibility for Residential Facilities Access Privileges 

Residence Life will be responsible for initial authorization and the issuance of keys to students living 

in residence halls and other housing units. Students living in residence halls are authorized one room 

key. Residence Life is responsible for managing the records of all key holders and key requests. 

• Request Protocol / Authorization 

All requests for keys must be submitted using the Physical Plant Key Request Form found online at:  

https://www.xavier.edu/plant/key-requests. Requests will only be processed if received in this manner 

and approved by the appropriate level administrator. A matrix outlining Authorized Approvers can be 

found in Section 13. 

 

 

https://www.xavier.edu/plant/key-requests
https://www.xavier.edu/auxiliary-services/all-card-center/request-for-access
https://www.xavier.edu/plant/key-requests


• Key Return 

When an individual's need for a key no longer exists, whether as a result of termination of employment 

or other reasons, it is the responsibility of the employee's home department to collect the unneeded 

key(s) from the employee and return it/them to the Xavier Key Shop. For reasons of security and data 

control, it is prohibited for any department to reassign any key from one individual to another 

without routing the appropriate key request through the Physical Plant Key Shop. 

• Access by Non-University Personnel 

In certain cases there may be a need for non-University personnel to be issued key access to University 

facilities or rooms. In such cases, the department head or chair that has contracted for the services must 

submit a Key Request form to Physical Plant. The key will have a return due date at which time the 

key must be surrendered or its’ issuance renewed. 

 

J. CARD ACCESS POLICY 

• Issuance, Control and Responsibility for Cards 

The Office of Auxiliary Services is responsible for the production and distribution of ALL Cards and 

temporary access cards. Issuance of new and replacement cards will be handled during the course of 

normal office hours.  Auxiliary Services is responsible for managing records of all cardholders and 

card access requests. 

• After Hours Temporary Cards 

After hours temporary card issuance and deactivation will be performed by Xavier Police and/or the 

Office of Residence Life.  After hours deactivation of ALL Cards can be performed by individual 

students, faculty and staff using the Online Card Services website available on the Student Services 

and Employees Services tabs on MyXU. 

• Request Protocol / Authorization 

All requests for card access must be submitted using the Request for Access form found online at 

MyXU / Business Tab / Xavier Forms / Request for Building Access, OR 

https://www.xavier.edu/auxiliary-services/all-card-center/request-for-access 

 Requests will only be processed if received in this manner and approved by the appropriate level 

administrator. A matrix outlining Authorized Approvers can be found in Section 13. Authorized 

Approvers will receive an e-mail communication that includes the link to this request form. Authorized 

Approvers are responsible for tracking and reporting to the Office of Auxiliary Services, in a timely 

manner, when access needs to be removed from an individual’s ALL Card. 

• Physical Plant and Xavier Police Access Requirements 

Due to job responsibilities for work relating to building maintenance, security and life safety issues, 

select staff members of both the Offices of Physical Plant and Xavier Police are able to access all 

electronically controlled doors at all times.  These lists of master level access are to be determined by 

the Vice President, Facilities and the Chief of Xavier Police respectively.  Memberships of these 

groups are managed by these offices respectively and are audited by the Office of Auxiliary Services 

semi-annually. 

• Access by Non-University Personnel 

In certain cases, there is an ongoing need for non-University personnel  (i.e. Contractors, volunteers, 

etc..) to access University facilities. In such cases, the head of the unit that has contracted for the 

services must submit a Request for Access form to be kept on file. If the access request involves entry 

into a Xavier housing facility, the Residential Systems Manager for Residence Life and Chief of 

Xavier Police will be notified of the request.  Request for this access is set to expire on the date 

indicated on the form but does not extend more than thirty-one (31) calendar days past the current 

fiscal year end (June 30, 2xxx) and must be renewed if necessary.  Membership in these user groups is 

audited by the Office of Auxiliary Services semi-annually. 

https://www.xavier.edu/auxiliary-services/all-card-center/request-for-access


It is the responsibility of the contract agency to immediately inform Xavier University when an 

approved employee’s access should be removed. The contract agency is responsible for their 

employee’s actions up to the time the notification is received. 

• Card Return 

When an individual's need for an ALL Card no longer exists, whether as a result of termination of 

employment or other reasons, it is the responsibility of the employee's home department to collect the 

unneeded card from the employee and return it to the ALL Card Center.  

 

K. DEFINITIONS OF RESPONSIBILITY FOR RESIDENTIAL FACILITIES ACCESS 

The Office of Residence Life is responsible for defining levels of access privileges for all residential 

students and the following group of non-student users:  Jesuit-in-Residence, Faculty-in-Residence, 

Residence Life professional staff, and other University employees as deemed necessary by Residence Life.  

• Student access to the Residence Halls and Apartments is limited to students living in that building, 

with the exception of predefined visiting hours.  

• Residents of a hall or apartment community will be provided with 24 hour access to their own 

residential facility. 

• Changes of residence or residential status that necessitate a corresponding change of resident access 

privileges will be administered by Residence Life professional staff. 

• Designated administrators, staff, and faculty may receive access to all Residence Halls or Apartments 

on a 24/7 basis as determined by Residence Life professional staff. 

• Individuals requesting access or additional access to a residential facility or space must submit a 

request to Residence Life professional staff at least 48 hours in advance.  The requestor may need to 

submit appropriate paperwork if applicable. 

• Residence Life staff will perform audits each semester to reassess user access to Residential facilities. 

 

L. KEY/CARD POLICY VIOLATIONS 

The following acts are examples of violations of the Access Control Policy: 

• Loaning keys and/or ALL Cards to others  

• Transfer of keys and/or ALL Cards to others without authorization 

• Unauthorized use of key and/or ALL Cards with the purpose or intent to commit a theft offense 

• Unauthorized duplication of keys 

• Attempting to secure any campus area with an unauthorized locking device 

• Damaging or tampering with any University lock, access control or door hardware, or any other 

attempt to defeat or disable any access control systems  

• Propping open secure doors 

• Admitting unauthorized persons into a secure building 

• Failure to return a key and/or ALL Card when leaving the University, or when otherwise requested by 

authorizing department 

• Failure to report a missing key and/or ALL Card 

 

Persons in violation of this policy may be subject to University discipline policies and/or 

prosecution. 

 

 

 

 

 

 



M.  AUTHORIZATION MATRIX 

The following matrix will be used to establish the necessary authorizing person for an Access Requestor: 

Key/Card Level Eligible Key/Card Holders Authorization Level 

(one signature required) 

Grand Master Key Xavier Police, Physical Plant VP, Facilities  

Building Master Key Xavier Police, Physical Plant VP, Facilities 

Department Sub Master 

Key 

Provost/VP/Dean/Dept. 

Director/Chair 

VP, Facilities or Executive 

Director Physical Plant 

Building Entrance 

Key/Card 

Xavier Police, Physical Plant, 

Authorized Employees and 

Students 

Provost/VP/Dean or Dept. 

Director or Academic Chair 

Individual Room/Door 

(Office/Storage) Key/Card 

Authorized Employees Same as Building Entrance 

Residential Facilities Keys 

or Access Cards 

Xavier Police, Physical Plant, Res 

Life Pro Staff, Building Residents 

Residence Life Professional 

Staff 

Temporary Access Cards Xavier Police, Physical Plant, Res 

Life Pro Staff, Building Residents 

Authorized Employees and 

Contractors 

All Card Office during normal 

business hours 

Xavier Police after hours 

 

NOTE: The requestor cannot authorize their own request, as it must be authorized at a level above them. 

 

CONTACTING XAVIER 

Please contact the Office of Auxiliary Services with any questions regarding All Cards.  Please contact Physical 

Plant with any questions regarding keys. Contractors should contact their respective contracted department. 
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