
 

 

 

Information regarding Online Data Storage 

Researchers are responsible for protecting the privacy and confidentiality of their study-
related data, whether it is in tangible (e.g. interview transcripts) or electronic format.   
Regardless of format, all data must be securely stored so that only those who are authorized to 
do so can access the information. Storing data online is acceptable as long as measures are 
taken to ensure that its security is protected.  
Storage in Dropbox 

Online storage (OS), also referred to as ‘cloud’ storage, is a technology that allows one 
to store and access documents via internet connection on any computer or device (e.g. 
smartphone, tablet) (toptenbestonlinestorage.com, n.d.). Consumers may choose from 
hundreds of OS sites that range in cost (many that are free), storage capacity, and other 
features (e.g. multi-device use, synchronization and update options, and file-sharing options).  
Dropbox is an example of one OS site that offers 2GB of free storage and has several features 
that make it an acceptable option for secure electronic data storage.  As described in the 
“Security Overview” section on the Dropbox website, these features include: 

 Storage at a private, secure facility 

 Published privacy policy  

 Secure storage and transfers via secure socket layer (SSL) encryption (i.e. before the 
information is stored, it is ‘scrambled’ so that someone intercepting the information cannot 
read it; encryption is removed when it is retrieved by the owner) 

 Data back up  

 Password-protected user access 
As with other OS sites, Dropbox features a file-sharing option that allows research team 

Members to collaborate by accessing designated files stored in a single Dropbox account on 
their own computers.  To do this, the individual who originally stored the file on his/her 
Dropbox should sign in to his/her account, click on the ‘Share’ option, and follow the 
instructions (i.e. enter email addresses of those who will be given access to the file).  Those 
invited to share will then be able to access the designated file in their own Dropbox accounts. 
Dropbox also offers an option of file-sharing by sending others a direct link to a file stored in 
one’s Dropbox account. Doing so allows the recipient to open the file directly by clicking on the 
link. This option is not appropriate for file-sharing of research data as it does not offer the 
additional level of security protection of requiring a password to access the file.  

On a side note, Dropbox currently does not have HIPAA or FERPA certification.  
Therefore, data consisting of information protected by these statues (e.g. participants’ 
identifiable protected health information or information in participants’ academic records) 
should not be stored in Dropbox.  
Additional Security Practices 
 Researchers can implement additional strategies to protect the security of data stored 
in an OS site. These include: 
1. Password-protect all devices (i.e. computers, tablets, smart phones) that can be used to 

access the data (Carney et al., 2000). 
2. As with hard copies of research materials, information containing identifiers should be 

stored in files that contain no other information (Carney et al., 2000). An additional level of 



 

 

 

security can be added by password-protecting the individual files (i.e. a feature of Microsoft 
Word). 

3. Avoid sharing files with research team members by email attachment or emailing a 
hyperlink to the files. 

Summary  
OS of data offers researchers several advantages, including remote access, the ability to 

share files with team members, and file back-up. Many options for OS are available and 
researchers need to be sure to select sites with security features that will protect the privacy 
and confidentiality of their data. Dropbox is one storage site in that offers password protection 
for stored files and additional security features that are published on its website (see above). 
Generally, researchers who use OS sites must do so responsibly by selecting only secure sites; 
using a password-protection option; and restricting access (i.e. through appropriate file-sharing 
methods and keeping passwords confidential) to those with a legitimate interest (e.g. faculty 
sponsors of student projects; research team members; IRB members). As is required for secure 
storage of tangible data, protocols submitted for IRB approval should include clear and explicit 
procedures to be implemented to protect the security of data stored online.  
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