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Accessing the Xavier Password Manager

There are two ways to access the Xavier Password Manager (XPM):

1. Click on the “Need to change your password or forgot it?” link on the Por-
tal login page (http://portal.xu.edu), or

2. Type the Internet address for the XPM: https://password.xavier.edu

Once you have accessed XAVIER PASSWORD MANAGER
the QPM, key in your user

name and click on the OK

button. e j

Vi

Enter Your User Name
To verify your identity, type your user name, and then dick OK.

User name:
joeuser
Forqot vour user name?

==

Creating or Modifying your Profile

The first time you access the Xavier Password Manager for your account,
you will need to first set up your Personal Questions & Answers profile

that will allow you to reset an expired or forgotten password, or unlock
your account in the future. To set up your profile, click on the My Questions
and Answers Profile box.

XAVIER PASSWORD MANAGER

Welcome, . If you are not , click here.
Register with Password Manager by creating your QUestions and Answers profile and use the tools below to manage your passwords and urlack your
account.
My Questions and Answers Profile | Have a Passcode
Configure your personal Questions and Answers || 1f you have not registered with Password Manager
profie that wil allow you fo reset your forgotten .~ \/| and forgot your password, ciick here to create your
password or urlack your account in the future. L ?\9 Questions and Answers profi Using your passcode.

Enter your current password, and hit the Next button.
Answer the questions in the profile, and click Finish.

Configure Your Questions and Answers Profile
Provide answers to these questions and make sure you remember your answers, because the questions wil be used later
to allow you to reset your forgotten passward and unlock your account.

Language of questions and answers: English
[¥ Hide my answers for security purposes

Question:
| hat i your faworite color?
Answer:

Question:
W In what city were you bom?
Answer:
ceeneee
Confirm answer:
ceeneee

Create your own question:
|| What is your oldest child's birthdate (WMM-DD-YY¥YY)?
Answer:

To continue, dick Finish.

Finish Cancel

Cla

Changing your Active Password 133

If you know your current password and it has not expired, ““

you can use Xavier Password Manager to change your password

and have the change automatically applied to your logins for the

Xavier email, Portal, and network systems. To do so, log in to the

Password Manager and click on the Manage My Passwords box.

1. Enter your current password, and hit the Next button.

2. Enter and confirm your new password, and hit Finish. Your
new password must be at least 8 characters, but no more
than 16 characters in length. It may contain a combination
of upper case letters, lower case letters, and numbers.
Some special characters are also allowed.

3. The Xavier Password Manager will update your password in
Xavier’s email, portal, and any network systems that
you have access to. However, be aware that it may take up
to a day to apply this change across all the systems. If you
find you are unable to user your new password in one of
these systems, try your old password. If the system does not
accept either password, or you still cannot use your new
password a day or two after you have made the password
change, please contact the Xavier Help Desk at 745-4357.

Manage My Passwords

If you know your current password, you can
&5 ) securely change all your passwords,

Enter New Password
Your new password must comply with the password palicy. To see the password policy, dick here.

Steps to complete:
New password:

1. Authentication

2. Targst systams.

3. New passviord Confirm new password:
-----------

To continue, dick Finish.

Finish Cancel

Unlocking your Account

If you have exceeded the allotted number of unsuccessful
login attempts within a one-hour time period and are
locked out of your account , the Xavier Password Man-
ager (XPM) allows you to unlock your own account by
answering the questions you previously defined in your
Personal Profile.

To unlock your account:
1. Access the XPM (see the “Accessing the Xavier Pass-
word Manager” instructions above).

. Enter your User Name and hit the OK button.

. Click on the Unlock My Account button.

. Answer the questions from your Personal Profile, and
hit the Finish button. A screen should be displayed
with the message, “Your account has been success-
fully unlocked.”



http://portal.xu.edu/
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Reset an Expired or Forgotten Password Resetting your Password....continued

You can also use the Xavier Password Manager to reset your pass-
word if you have forgotten it or let it expire.

1. Login to the Xavier Password Manager tool.
2. Click on the Forgot My Password box.

Forgot My Password

Set your new password by answering a series of
private questions.

3. Answer the questions you set up in your profile, and confirm
each answer. Hit Next when you are finished.

‘ﬂf Reset My Password (8eirl, Lynn)

Answer the Questions.

Answer all of the following questions correctly before proceeding.
Steps to complete:
1. Questions

2. T ms

¥ bide my answers for security purposes

Whatis your mother's maiden name?
Answer:

Confirm answer:

Whatis your favorite color?

Cos wer:

To continue, dick Next.

Hext Cancel

4. Enter and confirm your new password, and hit Finish.

WK‘* Reset My Password (Beirl, Lynn)

Enter New Password

Staps New password:
1. Questions feeeceeaneese |
2. Target systems Confirm new password:

| 2. New password I

To continue, dick Finish

Finish Cancel

Resetting your Password w/o a Profile

If you have forgotten your password or your password has

expired before you have created your Xavier Password

Manager profile, you must call the Xavier Help Desk

(745-4357) for a temporary passcode. You can then use the

passcode to set up your profile:

1. Open the Xavier Password Manager.

2. Enter your user
name and click
the OK button.

Enter Your User Hame
o verify your identity, type your user name, and then didc OK.

User name:
|i estacct
Forgot your user name?

Lo )

(continued, next column.....)

3. Click on the I Have a Passcode box.

| Have a Passcode

If you have not registered with Password Manager
and forgot your password, dick here to create your
Questions and Answers profile using your passcode.

.d\z“j.

4. Enter the passcode you were given by the Help Desk staff, and

click the Next button.

Enter Passcode

Please call help desk support to obtain a passcode. Type in the passcode in the text box below and dick Next to create or
update your Questions and Answers profile.

Steps to complete:
1. Aut‘hant\(atlun Passcode:
@I L 3ECC-VNI-7ETY

5.

2. QBA profile

To continue, dick Next.

Mext Cancel

Answer the questions in the profile, and click Finish.

Provide answers to these questions and make sure you remember your ansners, because the questions wil be used later
to allow you to reset your forgotten password and unlock your account.

Steps to complete:

o AT Language of questions and answers: English

¥ Hide my answers for security purposes

Question:
What is your favorite color?
Answer:

Confirm answer:

Question:
In what city were you bom?
Answer:

Confirm answer:

Create your own question:

To continue, dick Finish.

Finish ] Cancel ]

Now that you have created your profile, you can create a
new password by clicking on the Forgot My Password or the
Manage My Passwords button. Follow the steps in the “Reset
an Expired or Forgotten Password” and the “Changing your
Active Password” sections of this document.

Welcome, Test Account. Tf you are not Test Account, dlick here.

Register with Password Manager by creating your Questions and Answers profile and use the tools below to manage your passwords and unlodk your
account.

Forgot My Password Manage My Passwords

Set your new passnord by answering a series of

If you know your current password, you can
private questions.

securely change al your passwords

<)

My Questions and Answers Profile | Have a Passcode

Configure your personal Questions and Answers
profile that will allow you to reset your forgotten
passwrd or unlock your account n the future

If you have not registered ith Password Manager
and forgot your password, cick here to create your
Questions and Answers profile using your passcode.

@




