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Accessing the Xavier Password Manager

To access the Xavier Password Manager:

1. Open the Xavier Password Manager tool by going to
https://password.xavier.edu.

2. Typeinyour user name and click on the OK button.

XAVIER PASSWORD MANAGER
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Enter Your User Name
To verify your identity, type your user name, and then dick CK.

User name:
joeuser
Forgot your user name?

‘.OK{

Creating or Modifying your Profile

The first time you access the Xavier Password Manager for your
account, you will need to first set up your Personal Questions &
Answers profile that will allow you to reset an expired or forgotten
password, or unlock your account in the future. To set up your
profile, click on the My Questions and Answers Profile box.

Welcome, _ .Ifyouarenot ____,dlickhere.
vith Password Manager by creal your Questions and Answers profile and use the tools below to manage your passwords and unlodk your

My Questions and Answers Profile | Have a Passcode

Configure your personal Questions and Answers. If you have not registered with Password Manager
profil that wil allow you fo reset your forgotten and forgot your password, cick here to areate your
password or unlock your account in the future.

Questions and Answers profile using your passcode.

o Enter your current password, and hit the Next button.
o Answer the questions in the profile, and click Finish.

Configure Your Questions and Answers Profile
Provide answers to these questions and make sure you remember your answers, because the questions will be used later
to allow you to reset your fargotten passward and unlack your account.

Language of questions and answers: English

[¥ Hide my answers for security purposes

Question:
|| ¥hat is your favorite color?
Answer:

Confirm answer:

Question:
|| |In wehat city were you born?
Answer:
LITTTTT
Confirm answer:

Create your own question:
|| WWhat is your oldest child's bitthdate (M-DD-Y )7
Answer:
ssssesnnee
Confirm answer:
LLTTTTTYT

To continue, dick Finish.

| Fimish | | Cancel

Password Rules & Tips

Rules:
o Every password must be at least 8 characters long.
e Passwords must contain at least one of each of the fol-
lowing:
o 1 uppercase letter
o 1 lowercase letter
e 1 number
Here are some tips to help you create passwords that are
secure, but easy to remember:
e Keep all but one or two characters of your password the same
for each password change.
e Increment a number or a character by 1 each time you change
your password.
e (Create a theme: names of your children, cartoon characters,
months of the year, etc.

Changing your Active Password

If you know your current password and it has not expired, you can
use Xavier Password Manager to change your password and have
the change automatically applied across most of the Xavier applica-
tions. To do so, log in to the Password Manager and click on the
Manage My Passwords box.

Manage My Passwords

If you know your current password, you can
securely change all your passwords.

Enter your current password, and hit the Next button.
Enter and confirm your new password, and hit Finish.

Enter New Password
Your new passward must comply with the password palicy. To see the password pelicy, dick here.

Steps to complete:

1. Authentication New password:

2. Targst systems ceeserasaee

3. New passvird Confirm new password:

To continue, diick Finish.

| Fnish | canedl |

The Xavier Password Manager will update your password in
Xavier’s email, portal, network and Banner systems. However,
be aware that it may take up to a day to apply this change
across all the systems. If you find you are unable to user your
new password in one of these systems, try your old password.
If the system does not accept either password, or you still
cannot use your new password a day or two after you have
made the password change, please contact the Xavier Help
Desk at 745-4357.
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Reset an Expired or Forgotten Password

You can also use the Xavier Password Manager to reset your pass-
word if you have forgotten it or let it expire.

1. Login to the Xavier Password Manager tool.
2. Click on the Forgot My Password box.

Forgot My Password

Set your new password by answering a series of
o private questions.

3. Answer the questions you set up in your profile, and confirm
each answer. Hit Next when you are finished.

B Resct My Password (B<ir, Lynn)
Answer the Questians

P Hade: my arsmess ke secusity uneses

Whatis your mother's maden rame?
| Answer

What s your fmvorite color?
'

4. Enter and confirm your new password, and hit Finish.

| Reset My Password (Beir, Lynn)

Resetting your Password w/o a Profile

If you have forgotten your password or your password has
expired before you have created your Xavier Password
Manager profile, you must call the Xavier Hel p Desk
(745-4357) for a temporary passcode. You can then use the
passcode to set up your profile:
1. Open the Xavier Password Manager.
2. Enteryour user name and click the OK button.
(continued, Enter Your User Name
next col- To verify your identity, type your user name, and then dick OK.

Umn.....) User name:

Forgot your user name?

=

Resetting your Password, cont.

3. Click on the I Have a Passcode box.

| Have a Passcode

you have not registered with Password Manager

If h t registered with P dM

/ and forgot your passwaord, dick here to create your
'\d\'ﬁ‘ Questions and Answers profile using your passcode.

4. Enter the passcode you were given by the Help Desk staff,
and click the Next button.

Enter Passcode

Please call help desk support to obtain a passcode. Type in the passcode in the text box below and click Next to create or
update your Questions and Answers profie.

Passcode:

3ECC-J13-ZE92

To continue, dick Next.

Next Cancel

5. Answer the questions in the profile, and click Finish.

Frovide answers to these questions and make sure you remember your answers, because the questions wil be used later
to allow you to reset your forgatten password and unlock your account.
Steps to complete:
1. Authentication Language of questions and answers: English
2. QBA profile

¥ tide my answers for security purpases

Question:
What is your favarite color?
Answer:

Confirm answer:

Question:
In what city were you bom?
Answer:

Confirm answer:

Create your own question:
‘Where did you go to college?
Answer:

-

To continue, dick Finish.

Finish Cancel

6. Now that you have created your profile, you can create a
new password by clicking on the Forgot My Password or
the Manage My Passwords button. Follow the steps in the
“Reset an Expired or Forgotten Password” and the
“Changing your Active Password” sections of this docu-

Forgot My Password

~ y
= o | =
Set your new password by anse ; 7 P E——
( [«-, et ety et |\ ’—S’ o o your curment pasmmord, you can
M= )i

|
=5 securely change  your passwords.
N &

My Questons and Answers Prodie
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